Homeland Security
Information Network

Introduction to HSIN Basics
(HSIN 101)



Learning ODbjectives

e What is HSIN?

 What are Mission Advocates?
e How is HSIN used?

 What are HSIN features?
 How to join HSIN?

 What are HSIN Document
Management Best Practices?
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Our Mission

HSIN is the nation’s focal point for sharing Sensitive But
Unclassified information. It enables Federal, State, Local,
Tribal, Territorial, International and Private sector homeland
security partners to achieve their missions through information

sharing.
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HSIN Is Driven by Your Mission

MISSION AREAS

" PublicHealth

Prevent. Promote. Protect.

DIVERSE
MEMBERSHIP
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Connecting Homeland Security
Partners...

.... Regardless of geographic or jurisdictional boundaries

Law Enforcement
Emergency Management
Emergency Services
Defense
Infrastructure Protection
Intelligence
Public Health

TRIBAL
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Delivering a Network of Trust

@ Trust documented @

Trust other users processes that handle
within system | inappropriate actions

NETWORK

OF TRUST

Trust authoritative
leaders to make

Trust in accuracy
and totality of
data shared

decisions affecting
success of platform @
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Operational Support
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Portfolio and Project Management

Relationship Management

Technical Configuration

Business Development J

Requirements Management )
'

Business Analysis )

-

~ Operational Training

Events Management )
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HSIN Real World Success

» Kentucky Homeland Security Grant
Program

» Domestic Highway Enforcement Interstate
Drug Trafficking Bust

« USNORTHCOM

» Operation Strong Safety

Daily Operations

 MLB All Star Week

» Kentucky Derby
Planned Events « Super Bowl

» National Scout Jamboree

» Waste Management® Open

» West Virginia Safe Schools

» Boston Marathon Bombing

» Attempted White House Perimeter Breach
» St. Thomas Gas Fire

Incident Response
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Supporting Interagency Collaboration

HSIN initiated a pilot project with the
U.S. Customs and Border Protection
Office of Border Patrol Detroit Sector to
stand up the Law Enforcement
Operations Network. LEON serves as a
trusted information sharing resource
while providing a collaborative
workspace for law enforcement
partners to maximize operational

i efficiency and promote a whole-of-

— government methodology.

B As a central component of this project, HSIN initiated the development of a de-confliction
 tool to support collaborative patrolling in the Great Lakes region. This new functionality
can serve as a template to provide a similar capability to all HSIN communities that can
be adapted and scaled to meet other mission requirements.
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Supporting Public Safety and
Event Management

Mission Advocates have doubled the

number of events supported by the

Program. From this experience, HSIN

identified a number of best practices to

support situational awareness, planning and
B multi-jurisdictional coordination. HSIN

= |

g implemented these best practices and made

& them available to all HSIN communities
through the Events and Incident
Management Template—a codified tool that
makes it possible for users to set up these
best practice capabilities in seconds.

3 This feature incorporates many of the tools HSIN users identified as the most helpful and
impactful to their operations, including multi-agency incident tracking, a virtual joint information
center, resource request tracker, notifications and a streamlined command- decision/execution
capability. With this application, HSIN communities are able to support incident and emergency
management operations and provide official personnel the information they need, when they
need it, across the entire command structure.
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Supporting Real-time Law
Enforcement Response

HSIN was created to support e ¥ -
information sharing between homeland g D 30
security mission partners, to help them ‘ﬁ;'ﬁ?{ g 2
find the information they need, when e

they need it. For law enforcement
officials, this often means more than
simply accessing information; it means
securely sharing raw data as it
happens to support incident response
and investigative operations. Law
enforcement officials across the
country turned to HSIN to support real-
time response operations.
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&
Increased Collaboration between HSIN
and Protective Security Advisors

PSAs and HSIN Mission Advocates also work with
critical infrastructure partners through the HSIN-
Critical Infrastructure community. As the largest
community on HSIN, HSIN-CI is used to share
critical infrastructure information with stakeholders
in the private sector, including infrastructure
owners, emergency managers and cybersecurity
experts. HSIN Mission Advocates, PSAs and
HSIN-CI representatives regularly work together to
support events, subject-specific meetings and
trainings, and provide feedback on HSIN features.

.,T-‘::" As part of their regular activities, PSAs regularly perform vulnerability and security assessments
on a variety of critical infrastructure to identify security gaps and potential vulnerabilities, as well
as coordinate training and support incident management. They serve as a vital channel of
communication among government officials and private sector owners and operators of critical
infrastructure assets. HSIN supports these activities by providing access to important information,
making it easier for PSAs to coordinate activities between regions and among regional partners,
and making direct collaboration possible among all partner organizations during incident and
event management operations.
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6 Easy Steps to Join HSIN

ol @ =

NOMINATION REGISTRATION IDENTITY PROOFING USER PROFILE VALIDATION

*View the HSIN Registration Quick Reference Guide for step-by-step instructions
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HSIN Chat

provides a secure
environment for

HSIN at a Glance

HSIN Connect
is a robust web
conferencing
tool for real-time
conferencing and
collaboration

HSIN Box

supports

secure, direct
communications with
other HSIN users

HSIN Learn

is a comprehensive,
computer-based
training solution.

HSIN Houfy
enables instant
communication with

large groups at the
speed of email Homeland Security Information Network 15
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About GOVErmatice . : Best Pract . ‘Contad Search this site... P‘l
FaMarAng:_us - Access Status
i COP Mobile -~ Advanced Search
NEW HSIN VIDEOI EPIC Geospatial
nw:a%:'“ . @ About  ACCESS b
v ' -_=
Communications
e % B in the lafest HSIN video, © e | abot |
' s Vg Captain Jackie White with . Py Chat
G:': P Special Operations at the I T i salbsy
Albuquerque Fire Department HSIN Exchange
discusses fhe impact HSIN has Sckios b4
had on communications during ) ' HSINBox
scale events, like the ‘1!- v 2
:mational Balloon Fiesta and Web Conferencing
Fourth of July celebrations = Find Geospatial Resources
- HSIN Tools
l—ﬂ.__ View HSIN Communities
o walch the i -lick el . e by Ccmmun'lb,r Directory
User Directory
Partners THE HSIN ER—

Mew o HSIN? Click here o HSIN Leam

ADVOCATE

leam how HSIN supports
YOUr mission needs!

Training Info

T IN THE NEWS I ANNOUNCEMENTS 51U EVENTS
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HSIN Central Navigation

Universal Navigation

Site Actions ’

AR

Banner/Ribbon

" About Governance Training Partners HUWG Best Practices FAQsS Contact Search this site...

HSIN Central { My HSIN : Memberships : Charmece A. Lundy ,f"

Homeland Security
Information Network

Global Navigation

Partner Access b 4

&, corwovie

NEW HSIN VIDEO! R Al -
@ mesrer
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Check out the latest HSIN
video featuring DHS o
' Intelligence Officer James Cruz  [lIREELLE h 4
Left NaVigatlon == = flzm:lﬂ'e Maria':'laguew'la‘ ‘:1 Take a HSIN Class
, usion Center in Guam. '

~

Gg Find Geospatial Resources

n 7! View HSIN Communities

Web Parts

To watch the wdeo, click here.

—.. « # Partners S Readthe 2014 THE HSIN

F= A"2%  HSIN Annual R
. ) Yt AP i Repot i ADVOCATE

b P PDF P WEB )
S your mission needs! | VIEW ISSUES »

MSOIIN THE NEWS EBIIANNOUNCEMENTS  [IESTWEVENTS

: New Case Study: World Police B HSIN Scheduled Service Window
\ S and Fire Games 12/11/2015 3
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Community Navigation

Universal Navigation

! Community Directory ! HSIN Central | MyHSIN { Memberships |

HSIN [itmon Nenwbrk

Community Admin Panel

*"'\ S p
Banner/Ribbon ent‘ﬂaﬂagement Sandbox *U

I T g

| - P -—

Global Navigation Search this site...

Libraries

T Add to Incident Tracker

New Resource Request

[ Mew Rosourcs Reauest | [Event/Inciden
e Public Safety

| Incident Action Plan | Operations
| Web Parts

Left Navigation

Announcements
-

Active Incidents

Tide Notification Type Expires

Agency Incident # Incident Incident Type Incident/Event Location Name Date/Time of Incident Response Type
There are no items to show in this view of the "Alert;
There are noitems to show in this view of the "Inddent Tradker" list. To add a new tem, dick "New item". & Announcements” list. To add a new item, dick "Ne
iterm’”.
CUTEnCEvane Operations Schedule
Titde Location Category Start Time End Time Event Location LNk
There are no items to show in this view of the "Calendar" list. To add a new item, dick "New iten". Théiejare g tene 1o showin thes view of the “Patlc

Rhythn" list. To add a new item, dick "New item".

Order Kind  Requested Arrival Date & Time Estmated Arrival Date & Time Order Status Title Requestor AssgredTo  Time In

;It'rewﬁ;le are no items to show in this view of the "Resource Requests (ICS 213RR)"list. Toadd a new item, dick "New There are noiters to show in this view of the "RFI

Trader" list. Toadd a new ftem, click "New iterr”.

cy Policy © Submit Feedbag
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Document Library Best Practices

 Change the default Documents Library name to something
meaningful.

 Use metadata to organize, categorize and search
documents quickly within libraries.

 Enable versioning on collaborative libraries.
e Limit major and minor versions to optimize storage space.
» Create views to filter and rearrange documents.

e Limit library views to 100 documents per page to optimize page-load
time.

Manage security at the library level whenever possible, and not at the
document level.
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Naming Convention Best Practices

Do not place the date in the file name.
e Do notinclude a version or revision number in the file name.

e Do not add the author’s or reviewer’s name or initials in the
file name.

Do not including DRAFT, FINAL, etc. to the file name.

Allow default library columns, metadata columns and
version control to provide this information.
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Metadata Best Practices

No Large Nested « Use metadata instead of
Folder Structures!!! folders to organize and
quickly search documents and
list items.

e URL has a 255 character limit.

* Nested folders with long folder
and file names can break the
URL if over 255 characters.

iﬁa ‘

 Documents will not open if the
URL exceeds 255 characters.
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Things to Consider

Inventory your existing documents.
Define the library’s purpose.

Is this library for informational

purposes or team collaboration?
ﬂk#jt’t (
What are the retention policies?

|s there a business case to have —
more than one library? —

What metadata and views will be required?

Homeland Security Information Network
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What's In It For Me? (WIIFM)

« Versioning Control and Version History.

* Views organize documents in countless
ways without the need of folders.

* Workflows automate approval, collect
feedback, and publishing processes.

 Check In and Check Out to ensure one person works on a document
at a time, and prevents multiple versions from circulating.

» Co-Authoring allows multiple people to work on different sentences within a
single document at the same time, while still preventing multiple versions
from circulating.
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More Information/Contact HSIN

Public website: www.dhs.gov/homeland-security-information-
network

DHS-internal website:
http://dhsconnect.dhs.gov/org/comp/mgmt/cio/oat/Pages/Homel
and%20Security%20Information%20Network%20(HSIN).aspx

HSIN Central (registered users only):
https://hsin.dhs.gov/Pages/Home.aspx

Email: HSIN.Outreach@hqg.dhs.gov

HSIN Help Desk: 866.430.0162
or HSIN.Helpdesk@hg.dhs.gov
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